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Governance, Risk & Compliance

GRC is not just a framework for IT or Information Security.
- It helps boards and leaders manage their organisations.

- Ensuresthat they take reasonable care in areas including
finance, legal, health and safety, data protection and

. . . Governance
iINnformation secu I’Ity.

- Governance: making and enforcing decisions in an
organisation.

- Risk: understanding current and future risks.

Compliance

- Compliance: structures to ensure the organisation conforms
to internal controls and external rules and regulations.

- Let'slook at this in an information security context...



Governance
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Business Alignment Roles & Responsibilities Policies
* Security strategy aligns with » Board-level accountability * What are our policies (BYOD,

business strategy and needs » Day-to-day management of access control, etc.)?
» Stakeholders understand the security * Policy review and approval

importance of security + Committees, groups, etc. * Policy realisation
information * Dispute resolution » Dealing with breaches of security

» Everybody works together to + Employee responsibilities policies

achieve goals
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Risk Appetite Planning Data Protection
*  Who sets risk appetite? « Security objectives * Does thi; fall within InfoSec GRC?
* What are our security priorities? » Budgetary planning * Whatisour exposure to Data
« What risks should be minimised? « Monitoring and auditing Protection risks?

+ What risks are acceptable? compliance * Dowe needa DPO?
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Threat Supply Chain
Modelling Risks



Assessing Risk

Threat / Current Current Treatment Treatment Residual
Vulnerability Likelihood Impact Approach Plan Steleldlgle]

Impact
1 2 3 4 5
Negligible Small Moderate Major Catastrophic
, o 5 5 10 15 20 25
Confidentiality Very Likely Low Medium Medium High High
4 4 8 12 16 20
g Likely Low Low Medium Medium High
2 3 3 6 9 12 15
E Possible Low Low Medium Medium Medium
- 2 2 4 6 8 10
Unlikely Low Low Low Low Medium
1 1 2 3 4 °
Very Unlikely Low Low Low Low Low



Threat Modelling (SOC)




Compliance

Legal and Regulatory

Frameworks and

Landscape
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Governance
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When Things Go Wrong

In 2018, British Airways suffered a cyber-attack that exploited multiple vulnerabilities and
breached 400,000 data records, including credit card information.

The initial attack vector was via compromised supplier Citrix accounts.
There was no MFA on Citrix, even though BA's policies stated it must be.

The organisation said it had risk-assessed its Citrix environment — but nobody could
locate the risk assessment during the ICO’s investigation.

BA didn't detect any element of the attack. A third party informed them that card
payments were being redirected.

Governance failed as the organisation did not manage its risk. As such, it failed in its
compliance obligations.

The ICO fined BA £20m; however, this fine was reduced due to Covid. The initial fine was ‘ﬁ
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Questions?




