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Changing Requirements

• The growth of cyber risks and attacks means organisations 
need more robust controls

• Organisations which traditionally had fundamental security 
controls in place now have more complex needs. 

• Both public and private sector contracts now include 
information security requirements. 

• Cyber insurance companies are also asking for certain levels of 
controls

• Organisations are inevitably going to IT support companies and 
MSPs for help



How MSPs are Responding

Building a SOC Buying a SOC Partnering with a 
Specialist

Allows an MSP to keep 
everything ‘in house’

Requires significant 
investment in time and money

The MSP can end up marking 
its own homework

MSP gets distracted by the 
‘current thing’

The SOC, its staff and its 
processes are already 

established

It doesn’t need years to mature

Can be very expensive –
especially if it doesn’t work

Still a potential conflict of 
interest

The SOC, its staff and its 
processes are already 

established

It doesn’t need years to mature

Clear lines of responsibility

Dedicated security companies 
offer other services (such as 

pen testing and certifications) 



• Introduced by Cisco

• We specialise in our respective areas

• Add value to existing and planned 

investments

• Extend your ecosystem to your entire IT 

infrastructure (including M365, AD, cloud etc.)

• Security testing and certification services



MDR Ecosystem

24/7 
Monitoring

Incident
Response

Testing & 
Certification

InfoSec
Governance

Vulnerability
Mgmt.

Server Network Endpoint Cloud Email

Threat Intelligence:
Cisco Talos

AT&T Alien Labs
Open Threat 

Exchange (OTX)
Protos CTI research

Event Logs
SIEM

API Integration
Orchestration and Response 

Threat Hunting

Active Directory
M365/Azure
AWS/GCP

600+ Integrations

Third-Party
Infrastructure

Third-Party
Security

Third-Party
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Building a Strategy

Risk

Asset 
Management

Risk 
Assessment

Threat 
Modelling

Supply Chain 
Risks

Governance

Business 
Alignment

Roles and 
Responsibilities Policies Planning Risk Appetite Data Protection

Compliance

GDPR NIS

Applicable 
Laws ISO27001

PCI DSS IASME

NIST CSF Cyber 
Essentials

Testing, Audit and Review

Penetration 
Testing

Vulnerability 
Assessments

Red Team 
Engagements

Physical 
Security Review

Internal and 
External Audit Build Reviews

Defensive Controls

Endpoint 
Security

Network 
Security

Cloud Security Email Security

Web/DNS 
Security

Identity & 
Access 

Management

Organisational Controls

Policy 
Realisation

User Awareness 
Training

Change 
Management

Physical and 
Environmental

Access Control BCDR

Detection and Response

Logging and 
Events 24/7 Monitoring

Incident 
Management

Response 
Exercises

Response 
Playbooks

Post-Incident 
Review



Questions?


